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Mark D. Spivey : Practical Hacking Techniques and Countermeasures  before purchasing it in order to gage 
whether or not it would be worth my time, and all praised Practical Hacking Techniques and Countermeasures: 

0 of 0 people found the following review helpful. Five StarsBy ProCommTech8128Great item. Good reading. A+5 of 
6 people found the following review helpful. Extremely simplistic. Not worth the moneyBy Juan Pablo SantosThe 
book is very simple and any Linux user with a modicum of experience knows far beyond what this book teaches. First 
four chapters are a joke. There are around 10 labs on TCP fingerprinting with different tools (Xprobe, Sprint, Hydra, 
nmap). They provide no more info than the man page that comes with the software. Completely unchallenging and 
utterly boring. Seriously, there's a whole chapter on banner grabbing, which is basically "telnet ip_address" and see 
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what the server answer. Hell, there's a lab on pinging a remote computer and using netcraft.com!Not to mention the 
book doesn't even mention common attacks such as CSRF, XSS or SQL Injection!0 of 0 people found the following 
review helpful. Instructor ReviewBy BJKTURKIf you have dealt in the theory of Information Security and also would 
like to do some thing practical, this is one of the books that you should have. Since the practical tools, and their 
location on the web are continuously changing, the book should have a web site, where updates should be followed 
regularly. There is a web page for errors and/or changes . But that is not the point I would like to make, a live dynamic 
page for supporting the book. I have recommended the book in my cryptography/Network security course.

Examining computer security from the hacker's perspective, Practical Hacking Techniques and Countermeasures 
employs virtual computers to illustrate how an attack is executed, including the script, compilation, and results. It 
provides detailed screen shots in each lab for the reader to follow along in a step-by-step process in order to duplicate 
and understand how the attack works. It enables experimenting with hacking techniques without fear of corrupting 
computers or violating any laws.Written in a lab manual style, the book begins with the installation of the VMwarereg; 
Workstation product and guides the users through detailed hacking labs enabling them to experience what a hacker 
actually does during an attack. It covers social engineering techniques, footprinting techniques, and scanning tools. 
Later chapters examine spoofing techniques, sniffing techniques, password cracking, and attack tools. Identifying 
wireless attacks, the book also explores Trojans, Man-in-the-Middle (MTM) attacks, and Denial of Service (DoS) 
attacks.Learn how to secure your computers with this comprehensive guide on hacking techniques and 
countermeasures By understanding how an attack occurs the reader can better understand how to defend against it. 
This book shows how an attack is conceptualized, formulated, and performed. It offers valuable information for 
constructing a system to defend against attacks and provides a better understanding of securing your own computer or 
corporate network.


